Setting up a VPN using WIN2003 and XP; Linux and SmoothWall

Preparation

0 A Linksys BEFW11S4 router

Windows 2003 Advanced Server

0 Windows XP professional (if possible, have one setup with out any service pack, another
with SP2 installed for comparison purposes)

o0 WMARE Workstation software from http://www.vmware.com/products/ws they can
provide an evaluation version that will last for 30 days, more than enough to finish the
projects in this module.

o Download SmoothWall Express 2.0 from
http://www.smoothwall.org/about/release/2.0.html , no need to burn the ISO image to a
CD. The software is free.

o0 PC’swith at least the following items: 256MB, PIV@1.8Ghz, 10 GB of free HDD space,
the installed OS is of no concern, but it should run smoothly.

0 The lab environment should have access to the Internet.

0 Switches (2) are needed to create separate LAN segments or use VLAN'’s, so the students
can demonstrate mastery of the subject.

@]

Overview

This lab setup is conducive to individual learning because each student will be responsible for
setting up a VPN server, the VPN client and develop the virtual network in just one PC. Allow
and encourage the students to help each other, but ensure each one is doing their work. The
network numbers here should be used once as part of the lesson, and then the student must come
up with his own addressing scheme and repeat all the related steps, making sure each student has
a unique addressing scheme using private IP numbers. This will get students thinking. Be ready,
depending on your lab setup all of these virtual machines will be running on the same network
segment. This will cause unpredictable results in the sense that one VPN might not connect no
matter what is done, and the mistake will lie in something as simple as a wrong subnet mask. Be
ready to spend plenty of time in troubleshooting. Showing how to troubleshoot is one of the
goals, it will make students go beyond the usually perfectly controlled lab. Angry IP Scanner
from http://www.angryziber.com/ipscan/ is a great tool, it gets a quick grasp of what IP
addresses are already in use. It simply automates the process of pinging.

The VPN objective is to scramble (encrypt) the packet’s contents as they travel over any kind of
media. When using VPNs, the AP can be left completely open to everyone, and the security is
established at the ends of the VPN tunnel. The client and servers are responsible for intrusion
prevention. In reality, depending on your application, this layer of security could be enough. For
the most part it is better to build a multilayered security system. Something that has not been
mentioned so far: New malaware targets the endpoints, before the encryption is done by any
security system. If any of the endpoints is compromised in any way, the network administrator
has created a very secure venue for a virus to come in. Most firewalls/virus scanners can not
inspect the traffic that travels inside the VPN: The malaware will not be detected.
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A VPN is one type of security. It is pertinent to note that newer wireless AP can create a virtual
LAN for each wireless client, and wireless clients can not see each other. Quoting from the
router’s manual:

AP Isolation:

Creates a separate virtual network for your wireless network. When this feature is
enabled, each wireless client will be in its own virtual network and will not be
able to communicate with each other. You may want to utilize this feature if you
have many guests that frequent your wireless network.
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Part I: Setup a VPN using Windows Server 2003 Enterprise Edition and XP

1. Download and install VMWare
2. Once installed, click on the “New Virtual Machine” Icon.

Fie Edi Vew WM Isam  Windows Help

noe|laboealmn
oo —
Whware Workstation

Wiware Workstation allows multiple standard operating systems and their applications to
run with high performance in secure and transportable virtusl machines, Each virtual
mathine is equivalent to a PC with a unique network address and Ful complement of
hardvware cholces.

e
e
Click this buttan to create a new virtual machine, You then can inskal
and run a variety of standard operating systems in the virtual machine.
Hew Virtusl
Machine
ey
] Click this buttan to create a new keam, You then can add several virtual
a o machines and connect them with private team LAk segments,
Mew Team
—~ Click this button to brovese for virtual machines o teams and to select

ane bo display in this panel, Vou then caninteract with the guest

u aperating systam within this display 2 you would 2 standard FC.

Open Existing
VI or Team

Screenshot 1
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The New Virtual Machine Wizard displays

&1 vMware Workstation

Eile  Edit View YM Team Windows Help

=181 x|

Hew Virtual
Machine

S0
ol
.
=

Open Existing
WM or Team

i#start H

WMware Workstation

“Whware Workstation dlows multiple standard opera
run with high perfarmance in secure and transporta
maching is equivalent ko a PC with a unique network
harduware choices.

lick this button to create a net
and run a variety of standard ¢

Click this button ko create  net
machines and connect them wit

Click this button to browse for «
one to display in this panel, You
operating system within this dis

——WWindows Server 2003 Standard Edition

Select a Guest Operating System
“wihich operaling system will b installed on this vitual machine?

x

Guest operafing system

& Microsoft Windows
L

 Novell Netware
' Sun Solaris

" Other

Yersio

windows 2000 Prafessional |

Wwindows Me -
aindows NT

windows 2000 Professional

windows 2000 Server

Wwindows 2000 &dvanced Server

windows XP' Home Edition

windows <P Professional

windows XP' Professional #64 Edition

Wwindows Server 2003 Web Edition

\Windows Server 2003 Small Business

\Windows Server 2003 Standard 484 Edition

\windows Server 2003 Enterprise 154 Edition

\Windows Vista (e#perimental) L
Windows Vista 54 Edition -

|| s 2000 Profess. .| {_yirtual Machines | otocalpisk i) [T vrmare fon Sfuntitled - Paint

wpele Al [0 Iml=]
e

New Virtual Machine Wizard

| G nosem

Screenshot?2

3. Choose your operating system from the Version drop-down list.
In our scenario, we are using Windows Server 2003 Enterprise Edition.

The Windows Server 2003 Enterprise Edition — VMWare Workstation window displays
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Bl Windows Server 2003 Enterprise Edition - ¥Mware Workstation

| Ele Edt wew M Tesm windows Help

=lolx|

=

State:
Guest 08:

lwm b & GinE

Windows Server 2003 Enterprise Edition

Type here to enter notes for this virtual machine

Powered off
Windows Server 2003 Enterprise Edition

Yersion: Current virtual machine For YMware Workstation 5.5.1
Commands Devices
[ start this virtual machine Memory
[ Edit virtusl machine settings & Hard Disk (3051 0:11)
81 Clone this virtual machine ©yco-rom (10E 1:0)
Flappy
EBEthernst
@ UsE Controller
@ andia
8 virtual Processors
Notes

Configuration file: C:\Documents and SettingsiAdministratoriMy Doc...\windows Server 2003 Enterpriss Edition.vmx

384 MB

Auto detect
Using drive At
Bridged
Present

Auto detect

1

Screenshot3
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The virtual machine needs 2 NIC cards
e One will simulate the intranet
e The second one will simulate the Internet.
e The amount of RAM should be decreased.
The intent is to run several virtual machines at the same time in the same PC, so
RAM will be scarce if you only have 256MB of physical RAM.

4. Under the Commands group in the left pane click “Edit Virtual Machine Settings”;
5. Click Add...
The Add Hardware Wizard displays

Add Hardware Wizard x|

Hardware Type
‘wihat type: of hardware da you want to install?

Hardware types: - Explanation

&3 Hard Digk. Add an ethermet adapter.

@5 DYVD/CD-ROM Drive

&3 Floppy Diive
i Ethern apter

) Sound Adapter

@ USE Controller

(@D Serial Port

Q Parallel Port

(© Generic SC5| Device

< Back Mext > Cancel

Screenshot 4
6. Click Ethernet Adapter

~

Accept the default values on the rest of the screens until you are returned to summary
view (screenshot 3), you must now see listed 2 Ethernet adaptors. Under Devices click on
memory, change it to 128MB. If you have the hyper-threading option available and
enabled, you can switch the Virtual Processors option to two.

8. Insert the Windows Server 2003 Enterprise Edition CD in the PC’s CD-ROM, and start
the VM.

Install 2003 with the default options.

e When we are dealing with anything inside a VM, always use CTRL+ALT+INS
instead of CTRL+ALT+DEL as needed, or CTRL+ALT to switch between the VM
window and the actual OS.

©

10. Once done, the screen might look strange, do not configure anything yet, first we must
the VMWare Tools (drivers) in 2003.

11. Close the “Manage your Server” wizard and press CTRL+ALT to release the mouse and
click on the VM menu, followed by install VMWare tools (See screenshot 5 on the next
page).

12. Accept the default settings on all of the following screens (do not cancel).

e You might get a note regarding setting hardware acceleration, it is important to
proceed accordingly. Hardware acceleration can be set either before restarting or
afterwards.
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B Windows Server 2003 Enterprise Edition - ¥Mware Workstation

| e Edt vew [yM Tesm windows el

R

Pawer 3

Removahle Devices

-10] x|
ﬁm“d‘ Snapshot
:
=] x|

Type a question for help = X

ARS8 &Y s -@ ,uBEad!

M Upgrade irtual Machine
2
# a Send Cerl+-Alt+Del
Server: T Cr+G

Capture Screen.. VR =i M- w . A !
. Capture Movie. .. Tools am
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i Clone... i
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share file Server 1
wizard £ Settings... Chrl+Dr 9 RIS Windowes |
Computer
Informatio
. Inkernet E
3 Managing Your Server Roles Security
After you have added a role, return to this page at any
time for tocls and information to help you with your daily s I Cancel
administrative tasks. See Also

:I‘) Ma roles have been added to this server, To add a Help and = .
rale, click Add or remave a role, A he summary view (screenshot 3),
icrosol . .
Ceplomel T ick en memory, change it to
P Enabled, you can switch the Virtual
List of Can
Tasks
windows < o
J | _’lJ M, and start the VI, install 2003
side a VM, always use
t&startl J e J -1 Manage Your Server QIED 110880 | TRIAALT to switch between the

Eo@m@e ol strange, do not configure
T T L 1s). Close the “Manage your

Server” wizard and press CTRLAALT to release the mouse and click on

I :
1 object(s) -

= o[5]= 8 | »

Page 12 Sec 1 12013 a7 Ln 13 Col 69  REC TRK EXT ovR O

Eﬁstartl“ @ |J @ angry IP scamner - progr... | ]suggestions for the in... e >EIgR  1saem
ol zoepm

|| windows Server 20.. | (ZiMy Pictures |
Screenshot 5

4o ow|d

hstart | || il windows 2000 Profess... | aLocalDisk ()

13. Time to start the VPN setup process: There are different procedures; we will follow one
that uses the wizards provided in 2003.

14. As always, before anything is done, it is best to setup the network topology.

e Just as a comment, the host name for the server is 20030NVMWare.

e By now we have a server with 2 NIC’s, one is going to be the outside interface or
RED interface, the other one is going to be the GREEN interface or the internal
interface.

e |t does not matter which one is which, because VMWare has virtualized them and
these NIC are now connected to the same network segment.
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Ii

Administrator
E Manage Your Server

Windows Explorer
=

ﬁ Command Prompt
P
.5_ Natepad

Al Programs  »

_.}-3 My Computer

- control Panel

w Administrative Tools

| Printers and Faxes

g Help and Suppart

J‘) Search

[ Mew Connection Wizard

A, Local Area Connect

P& wooii [0 s

-|:.¢ Start J & &

| 1 manage vour server |

&, Accessibility Options of x|
=2 Add Hardware

L) Add or Remove Programs

4 Administrative Tools 3

-7 Date and Time -
. Display ani
=) Folder Options
=4 Fonts

= Game Controllers
@ Internet Options

o

s Keyboard atio

#- Licensing et E

lodem Options

Disable Rlso

Status s

Repair Faxes » pnd £

| Language Options oft ”

Bridge Connections L.
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Lebiz laudio Devices -

Rename S 2

»
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Screenshot 6

15. Look at screenshot 6, notice the two installed NICs.

16. Rename one NIC to RED, the other to GREEN, it will simplify the visualization process
of the network topology, and these names will be used from now on when we refer to

them.

17. Change the IP address on the RED interface to 172.16.1.1/24
e The info related to gateway and DNS can be left blank.

18. Once done, the information for the RED interface has to follow the information in the
following screen shot (the ipconfig /all command provided the info)
e The GREEN interface should have the needed information to allow the server to

connect to the Internet, and it will vary:

¢+ Command Prompt

Primary Dns Suffix
Mode Type

IP Routing Enabled.
WINS Proxy Enabled

Ethernet adapter Green:

Connection—specific DNS §
Description

uf fix

Lk UMuware Accelerated AMD PCHet Adapter

Physical Address. . . . . . . . . : B8-BC-29-BD-66—AC

DHCP Enabled
Autoconfiguration Enabled
IP Address. . . . . . . .
Subnet Mask . . . .
Default Gateway . .

DHCP Server . . . .

DNS Servers

Primary WINS Server
Lease Obtained

Lease Expires . . . . . . . . . . & Sunday

Ethernet adapter Red:

Connection—specific DNS S
Description

Physical Address. .

DHCP Enabled. . . .

IP Address. . . . .
Subnet Mask . . . .
Default Gateway

C:sDocuments and Settings>Adi

uf fix

-1.187

.255.8

.1

-1.18

-1.18

A

-1.18

May 14. 2086 9:32:17
May 14. 2086 1@:22: 1'? HI"I

Dk UMware Accelerated AMD PCHet Adapter

: BB—BC—Z‘J—BD—GG—BG

: 6.
: 255.255.255.@

ministrator>_

start| | & &

J _f‘ Manage Your Server

VPN Setup 2.doc

”w Command Prompt
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19.
20.
21.
22,
23.
24,

25.

26.
27.
28.
29.

30.

31.
32.

VPN Setup 2.doc

Now, time to setup the VPN and other related services.
If needed open the “Manage My Server” window
Click on “add or remove a role”

Choose “Custom configuration” on the next screen
Choose Remote access/\VVPN server

You will click Next two times
e Windows Server 2003 Enterprise Edition CD might be needed.

Choose the option “Remote access [dial-up or VPN] listed below (Screenshot 8):

Routing and Remote Access Server Setup Wizard
Configuration -
‘You can enable any of the following combinations of services, or you can ?l,"

custamize this server.

' Hemote acoess [diakup ar VPR
Allow remote clients to connect to this server through either a dial-up connection or a
secure Virtual Private Metwaork (WPH] Internet connection

= Metwork address translation [MAT]
Allow intemal clients to connect to the Intemet using one public IP address.

 Wittual Private Metwork [¥PN) access and NAT
Allows remote clients to connect to this server through the Intemet and local clients to
connect o the Intemet using a single public 1P address.

" Secure connection between bwa private netwarks
Connect this netwark to & remote netwark, such as & branch office.

" Custom configuration
Select any combination of the features available in Routing and Remate Access.

For mare information about these options. see Bouting and Remote Access Help

< Back I Mext > I Cancel
Screenshot 8

Click Next

. On the next screen select the VPN option and click Next.
Choose the Red interface, and click Next.

Choose “Routing and Remote Access to authenticate requests”.
e The Radius option will be use later on in a different lab.
Notice the messages:

Click Finish and wait 4 hours/

Right-click My Computer and select Manage
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The Computer Management window displays

£ Computer Management == x|
=] File  Acion  View Window Help |_ ] x|

le»aE xEB |2

@ Computer Management (Local) Mame | Full Mame | Description
B i System Tooks & ecministrator Buit-in account for administering the.

Event Viewer

Guest Built-in account For guest access tat,
B SUPPORT 38... Ch=Microsoft Corporation...  This is a vendor's account for the He.
2 Users Guest Properties

S R | Termninal Services Profil
erfarmance Logs and Alerts emote control | srminal Services Profils

evice Manager General I ember Of | Profile I Erveiranme
H@Sturage

Remaovable Storage ‘g Guest
Disk Defragmenter

Disk Management
[] gﬁ Services and Applications Fullname l—
Description: Built-in account for guest access |

I™ | Weer must change password at nest [sgon

Shared Folders

B % Local Users and Groups

[V User cannot changs password
¥ Password never expires
4 K] I~ Pesount is disabled

™| Secountis locked out

[
distart| | (2} @  ||= computer Manageme... L W Eil 10:37 AW
Screenshot 9

33. For simplicity sake (this is not a good policy in a production environment),
e The Guest account has to be enabled, and
e The Dial In Tab has to have “Allow Access” enabled.

T
=) File  Action  View ‘Window Help | =l x|
le»a@x a6 @

B3 Computer Management {Local) Name | Full Name [ Description

=) ﬁn System Tooks & administrator Built-in account for administering the.
(1] Event Wiewer

Shared Folders
=] E Local Users and Groups
R Users

Performance Logs and Alerts
=gDevlceManager Generl | MemberOf | Frofie | Envienment | Sessions |
£ g storage Femotecontol | Terminal Services Frofils Diakin

Removable Storage

" B Disk Defragmenter ~Remote Access Pemission [Diakin or e ———————————————
: Disk Management | | g gime——

i1 [ services and Applications

Guest Built-in account For guest access tat.,
5 SUPPORT 38...  Ch=Micrasoft Corporation...  This is & vendor's account For the He.

" Deny access
" Control access thiough Remote Access Palicy

I~ Werify CallerD: I—

- Callback Optiare

& Mo Calback

K| (KN

£ Set by Caller (Routing and Remote Access Service only) :>|
e e [——

distart| | ([ & ”W % W El 10:35 A
Screenshot 10

34. Once those two options for the Guest user have been set, click on Apply/OK.
35. Just in case, go ahead and reboot the server so all the changes are accounted.
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Part I1: Setup Windows XP

By now the student should be able to setup on his own Windows XP VM by extrapolating the

information given in the above section.

1. Itissuggested to allocate 64MB of RAM
machine.

and use only one NIC card for this virtual

2. Rename the NIC to RED, and after setting up, it should look similar to the following

screenshot.
\WINDOWS\System 32\cmd. exe

C:sDocuments and Settings“Administrator*ipconfig ~sall

indows IP Configuration

Host Mame . . . . .
Primary Dns Suffix
Mode Type . . . . .
IP Routing Enahbhled.
WINS Proxy Enahled.

Ethernet adapter RED:

Connection—specific Suffix .
Dezcription . . . . c e e e e -

Physical Address.
Dhcp Enabled. .
IP Address. . . .
Subnet Maszk . .
Default Gateway .

C:~Documents and Settings“Administrator>_

: customer
: Hyhrid

: Ho

: Ho

: UMware Accelerated AMD PCHet Adapter

: B8-BC-29-8A—4F-29
: Ho

: 172.16.1.2

: 255 205 255.@

Screenshot 11

Notice: No gateways and DNS numbers are configured.

3. Setup a new connection in XP.

e As you through the Wizard, look for the screen below, and choose the second option.

New Connection Wizard

MNetwork Connection Type
What do you want to do?

O Connect to the Internet

Connect to the Intemet so pou can browse the Web and read email

a field office, or another location.

O Set up an advanced connection

@ Connect to the network at my workplace:
Connect to a business network (using dialup or YPH) so vou can work fram home,

() Set up a home or small office network
Connect ko an existing home or small office network. or set up a new one.

Connect directly to anather computer using paur serial, parallel, ar infrared port, ar
set up thiz computer so that other computers can connect to it

[ < Back ][ Mext = ][ Cancel

Screenshot 12
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4. On the following screen choose:

New Connection Wizard
Network Connection
How do you want to cannect to the netwark. at pour workplace?

Create the following connection:

() Dial-up connection

Connect uging a modem and a regular phone line or an Integrated Services Digital
Metwark [ISDM] phone line.

(& Wirtual Private Network connection

Connect to the network uging a virtual private network [VPN] connection over the
Internet.

[ < Back H et » ][ Cancel

Screenshot 13

In the screen regarding the connection name, enter “test”.
For the screen regarding hostname or IP address enter 172.16.1.1

5}
6
7. Select the option of adding a shortcut on your desktop
8. Click Finish

9. Double click on the Desktop icon.

10. In the connect test window
a. Enter Guest for the username
b. Leave the password blank.

11. Enter ipconfig /all inthe CMD prompt.
e The results should look similar to screenshot 14, found on the next page
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Microsoft Windows P [Uersion 5.1.2680]
{C> Copyright 1985-2881 Microsoft Corp.

IC:~Documents and Settings“AdministratorXipconfig ~all

Mindows IP Configuration

Host Name . .
Primary Dns Sufflx
Mode Type . . .

IP Routing Enabled.
WINS Proxy Enabled.

Ethernet adapter RED:

Connection—specific DNS Suffix
Descryiption . . . . . . . . .

Phyzical Addres
Dhcp Enabled. .
IP Addres -
Subnet Mask . . .
Default Gateway

PPP adapter test:

Connection—specific DNS Suffix
Description . . . C e e e e .
Physical Address.
Dhcp Enabled. . .
IP Address. . . .
Subnet Mask . . .
Default Gateway -
DNS Servers . . .

Primary WINE Server .
Secondary WINS Server

IC:~Documents and Settings“Administrator>

: customer

Hybrid
No

: No

: UMuare Accelerated AMD PCHet Adapter

: B8-BC-29-8BA—4F-29

Ho
172 .16.1.2
255.255.255.08

WAN (PPP/SLIP> Interface
A@-53-45-A0-00-BA

: HNo

: 192.168.1.16

: 255.255.255.255
- 192.168.1.16

: 192.168.1.1

192.168.1.18
192.168.1.18

192 168.1.1
H 1

Screenshot 14

12. Enter the command tracert www.yahoo.com.

13. Compare the results with Screenshot 15.
e Notice the route of IP addresses (or hops) the packets are traveling through to reach
the server hosting www.yahoo.com.

VPN Setup 2.doc

PPPF adapter test:

Connection—specific DNS Suffix
Description . . - - . . . . . .
Phyzical Address.

Dhcp Enabled. . . .

IP Address. . . . .

Subnet Mask -

Default Gateway

DHS Servers . .

Primary WINS Server .
Secondary WINS Server

WAN (PPP/SLIP) Interface
BB-53-45-00-00-88

No
192.168.1.16
5 55

: 192.168.1.1
192.168.1.18

192 _168.1.18
192 168.1.1

: 192.168.1.18
= 192.168.1.18

IC:xDocuments and Settings“Administrator>tracert wwu.yahoo.con

Tracing route to www.yahoo.akadns.net [68.142.197.6%1]

over a maximum of 38 hops:
ns ms

ns ns
ms ms
ms ms
ms ms
mns ms

1
2
3
4
Bl
6
?
8
9

2883 0NUMUARE
ns ns 192.168.1.1

18.308.254.254
78.241.2088.18
78.241.288.2

78.240.57.57
bhl—g1-B-1_snantx.shcglobal.net [151.164.41.1781

bhbi-—pl@-B.rcsntx.sheglobal.net [151.164.42.1651
hbh2—p4-B.rcsntx.shcglobal.net [151.164.191.1181

[192.168.1.181

18 2 1-pl2-@A.egdltx.shcglobal.net [151.164.48.291

11 5
250.1@1

12 28

1

13 29 ms
14 28 ms
Irace complete.

C:“\Documents and Settings“Administrator>

agn13313 1@-vyahoo.egqdltx.shcglobal.net [151.164.
ge—B-1-B-p2081 _merl . mud.yahoo.com [216_.115_164_99

ten—9—1.basl.mud.yahoo.com [68.142.193.221
p6 v .mud . yahoo.com [68.142.127.6%1

Screenshot 15
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14. Look at the following screenshot:

C:AWINDOWS\System 3 2\cmd. exe
hh2-p4-B.rcentx.zsbecglobal.net [151.164.191.1181 I’

exl-pl2-B_eqgdltx.shcglobal.net [151.164.48.2%1]
asnlB31B—-18-vahoo.eqgdltx.sbhcglobal.net [151.164.

ge—B—1-8—p281 _msrl . mud.yahoo.com [216.115%.1684_99

= s ten—7?-1.basl.mud.yahoo.com [68.142_.123.271
14 28 ms = g  pb.www.mud.yahoo.comn [68.142.197.671

Trace complete.
C:sDocuments and Settings“Administrator>ping 172_16.1_.1
Pinging 172.16.1.1 with 32 bytes of data:

timed out.

timed out.

timed out.

timed out.

Ping statistics for 172_16.1.1:
Packets: Sent = 4. Received = B, Lost = 4 {(188x loss),.

C:xDocuments and Settings“Administrator>_

Screenshot 16

15. Can you explain why? Are you getting the same results?
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16. Look at the IP addresses assignment provided by the local DHCP server running on the
192.168.1.X network segment.

Client IP Address Name Lease Expiration Type Unique ID Description
192.168.1.1 bad_address 5/19/2006 1:34:39 PM DHCP 0101a8cO This address is already in
use

192.168.1.2 01e306. 5/19/2006 2:34:53 PM DHCP  000c298ed6f1
192.168.1.3 onvmware. 5/19/2006 2:45:46 PM DHCP  000c29213el6
192.168.1.5 01e306. 5/19/2006 1:50:31 PM DHCP  000c29087c72
192.168.1.6 2003onvmware 5/19/2006 2:30:06 PM DHCP RAS

192.168.1.7 2003onvmware 5/19/2006 2:30:12 PM DHCP  RAS

192.168.1.8 01e306. 5/19/2006 2:27:34 PM DHCP  000c296df0la
192.168.1.9 2003onvmware 5/19/2006 2:30:17 PM DHCP  RAS

192.168.1.10 bad_address 5/19/2006 2:14:42 PM DHCP 0a0la8cO This address is already in
use

192.168.1.11 2003onvmware 5/19/2006 2:30:23 PM DHCP  RAS

192.168.1.12 2003onvmware 5/19/2006 2:30:28 PM DHCP  RAS

192.168.1.13 2003onvmware 5/19/2006 2:30:34 PM DHCP  RAS

192.168.1.14 e30603. 5/19/2006 2:23:03 PM DHCP 001111655801
192.168.1.15 2003onvmware 5/19/2006 2:30:39 PM DHCP  RAS

192.168.1.16 2003onvmware 5/19/2006 2:30:45 PM DHCP  RAS

192.168.1.17 2003onvmware 5/19/2006 2:30:50 PM DHCP  RAS

192.168.1.18 2003onvmware 5/19/2006 2:30:56 PM DHCP RAS

192.168.1.19 5/19/2006 2:29:42 PM DHCP  00b0d0d08002
192.168.1.107 2003onvmware. 5/19/2006 2:29:38 PM DHCP  000c29bd66ac
192.168.1.155 customer. 5/19/2006 2:14:45 PM DHCP  000c298a4f29

What is the IP address assigned to the XP machine?

Under what host name is it registered?

How many IP’s is the server using?

We never installed a DHCP server, how is the XP machine getting its IP?

oo
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17. This screenshot comes from the Windows Server 2003 Enterprise Edition, as we look at
the IP Routing section:

2 Routing and Remote Access =] S

File Action Yew Help
& = | | &2
E Routing and Remoke Access eneral
% Server Status Interface % | Type | 1P Address | administrative ¢
SN C %DiorumffTE E"IE":' 22Red Dedicated 172.16.1.1 Up
----- ebwork Inkerfaces
= ) 'E?Lu:u:upl:uack Loopback, 127.0.0.1 Up
----- B} Remate Access Clients (1)
_____ B ports o Inkernal Inkernal 192.168.1.18  Up
52 1P Routing 22 Green Dedicated 192,168.1.107  Up
o8 General
B} Static Routes
-2 DHCP Relay Agert
o E_ TaMP
% Remote Access Policies
l:l Remote Access Logging
| | i

| | |
@& 5tﬂ|‘t| J G & J IE Routing and Remote ... " 11:19 AM

Screenshot 17

a. To which network does the Windows XP machine belong?
b. Recall that the RED interface is the one connected to the Internet, and we did not
configure a gateway, nor a DNS. Yet both Windows XP and the server have access

to the Internet, why?

18. Draw a map showing the network numbers and logical connections between these
machines.

19. Do the same and make a map showing the actual topology.

20. All the NIC’s are on the same network segment, this is never a good production policy.
Why?

21. The student should now setup Windows Server 2003 Server and XP machine, and repeat
these steps using their own network numbers.

e As asuggestion, the students could use 172.16.XX.Y, where the XX represent the last
two digits of their ID number as the network number used for the RED NIC cards.
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22. From this point on and until the remainder of this lab, an AP is considered a to be a
device that has a router/gateway, a wireless AP plus a small Ethernet switch connecting 4
LAN; and all this is bundled in the same box. What follows next is to use the AP in
conjunction with all these setups. An open AP is the default setting for most of them. To
understand the different interactions that could happen between an AP and this network,
ask the students to now connect the AP to the network segment. Quick points to consider
as the students setup these items:

The WAN interface will be setup as part of the RED network. The WAN interface is
the usual label given to the interface that gets connected to the ADSL/Cable modem.
On this setup, on the LAN side, should the DHCP server be left on?

Setup a laptop or a PC wireless connection to link to the AP first, and then setup the
VPN.

What would happen if the WAN port (or side of the AP) has the same network
number as the LAN side of it? For example: The IP for the WAN port is 192.168.1.1
and the IP of the LAN interface is 192.168.1.254.

Real life scenario:

The cable modem dynamically supplied this information to the WAN port of the AP:
IP: 10.27.40.55/24

Gateway: 10.0.0.254/24

DNS: 192.168.1.1/24

The LAN side had this information:
LAN IP Int. 192.168.1.1/24

The computer connected to the LAN side (used 1 of the 4 ports available) got this
information from the AP

IP: 192.168.1.100/24
Gateway: 192.168.1.1/24
DNS: 192.168.1.1/24

DHCP server: 192.168.1.1/24

The PC directly connected to the modem worked OK, but if the router was placed in
the middle, it failed. Why? This problem was corrected by changing one network
number (it automatically changes when the IP is changed), which one should be
changed?

We have mentioned that a typical wireless router is actually 3 devices bundled
together: An AP, a router, and a switch. How are these connected? Draw a
topological map of these connections.

http://www.naphill.org/points/scrolls/scroll04.asp
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Part I11: Setup a VPN using Linux

SmoothWall is distributed as an ISO image (see http://en.wikipedia.org/wiki/ISO_image for
more info on ISO images), and VMWare has a nice feature regarding I1SO images. We will use
this it later.

The “Smoothies” are designed to run on old Pentium I machines, and they can do very good job
in sharing your dial up connection. In case of emergency, you can keep mail going with a
Smoothie and a Dial Up connection. With the build in transparent WWW caching feature, it can
make that dial-up connection seem “surprisingly fast”. Do not be misguided; any Pentium I
machine has more computing power than your regular cable/DSL router, with far more RAM
resources. Smoothies can move network information quite fast. If later on somebody is interested
in physically building one, use NIC’s from either 3COM’s 3¢90X series or Intel Pro 10/100
series to get the best results.

We need two virtual machines with the SmoothWall software, but we will set it up only once.
Later on we will simply copy the finished virtual machine and have two up and running. Each
Smoothie (SmoothWall ) will be in charge of one end of the VPN

To setup the Virtual machine that will contain the Smoothie software we must have the
following characteristics:

e 2NIC’s

e 32 MB of RAM (we can go as low as 8MB, but let’s be generous)

e The virtual HDD must be the IDE type.

Installing the Smoothie in the virtual machine.

1. Start by creating a virtual machine based on Windows XP Home edition.

e The reason behind this is that XP does not recognize the SCSI hardware that
VMWare provides for better performance. VMWare is aware of this, so the hardware
provided in the VM for XP has an IDE controller; just what the Smoothie uses saving
us one extra step.

2. Add 2 NIC cards; again one of them will be RED, the other GREEN in the future.
3. Your screen should look similar to the Screenshot 18 shown on the next page.
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BN windows XP Professional - ¥Mware Workstation o [ m] [

J File Edit ‘“ew %M Team ‘Windows Help

{51 Windows XP Professional

Windows XP Professional
State: Powered off
Guest 05: Windows %P Professional
Configuration file: C:\Documents and Settings)Administratori My Documentsi|My Yirtoal L, indows %P Professional, v
Yersion: Current virtual machine For WMware Workstation 5.5, 1
Commands Devices
[ start this virtual machine MEmory 32 ME
Hﬁ Edit virtual machine settings = Hard Disk, {IDE 0:0)
#  Clone this virtual machine %CD'ROM {IDE 1:0) Auto detect
&Fluppy sing drive &:
EBEthernet Bridged
lG'LISEE Contraller Present
i) audio Auto detect
B8 virtual Processors 1
MNotes
Tvpe here bo enter notes For this virtual machine

Screenshot 18

4. Under the Devices group in the right pane,
e Double click on CD-ROM
e Choose ISO Image
e Browse and open the ISO image downloaded from the SmoothWall website.
[ )

Before you click OK, your screen should look similar to Screenshot 19, shown on the
next page.
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CD-ROM device x|

— Device statu
" Eorirected
¥ Cornect at poWer on

r— Connection

" Use physical drive:
IAuto detect j

™| Eanriect exclisivels ba this vitua machine
™| Legacyemulation

@ Usze |50 image:

|E:\S oot allvemoothweall-2. 0-

—Wirtual device node

¢ [scsioo |
& |IDE1:0 CO-ROM1 =l
] | Cancel | Help

Screenshot 19

5. Start the virtual machine
e The following screen should come up after a while:

The CDROM image is published by and is the Copyright of the SmoothHall
Open Source Team, and of the original authors of its component parts.
isit smoothwall.orgsteam on the web for the list of contributors.

HARNING?
* The installation process will delete all existing partitions and data =
= on the PC on which SmoothMall is installed. Do not continue the =
* installation if there is data on the hard disk you wish to retaint =

Please also be aware that upon successful install, your SmoothMall install
will return benign and anonymous system information (CPU type, speed, RAN,
HD size, NIC/conmection type [modem/ISDN/ASDL/etcl) to our servers for
statistics aggregation, the results of which will be published at
smoothwall.org-/about/statistics. html Opt-out info is also on that page

[Keep updated with the latest software updates and news at smoothwall.org
ontribute to the community site at community.smoothwall.org

— Press RETURN to continue the install of SmoothHall Express -
hoot: _

Screenshot 20

6. Follow the instructions on the screen.
Keep in mind that all entry will be done by the keyboard, the mouse will not work. To
release control of the current VMachine, press [CTRL]+[ALT], to go back into the
VVMachine, just click anywhere inside of its screen. Since this setup is text based, the
[TAB] key will let you move from one field to another. Pressing [Enter] will accept the
on-screen values.
e The setup will be performed for the virtual CD-ROM, press [Enter] as needed
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e Partitioning is needed press [Enter] as needed

e In the Configuring network section, choose [Probe], the system will find a NIC made
by AMD, confirm and continue.

e We are still working on the GREEN card, change that IP to 172.16.1.5/24 and
confirm.

o It will begin to install needed packages, later on confirm the reboot screen

We do not want to restore from a previous backup,[No] is already highlighted, press

[Enter]

The keyboard is us, and the hostname can be anything, use the lastname for example.

If you have a web proxy, configure the information on that screen.

Disable ISDN

Disable ADSL (yes, the Smoothie can be your DSL router if needed)

Make sure the network configuration looks like this:

SmoothHall Express 2.8 —— http://smvoothuall.org”
MHetwork configuration type

Select the network configuration for SmoothMall
Express. The following configuration types list
those interfaces which have ethernet attached. If
pyou change this setting, a network restart will
be required, and you will have to reconfigure the
network driver assignments.

GREEN (RED is modem~ISDH)

GREEN + ORANGE (RED is modem~ ISDNH)
REEN + RED

GREEN + ORANGE + RED

<Tab>~<{Alt-Tab> between element= i <3pace> zelects
Screenshot 21

7. As of now, the RED interface is not yet configured, after confirming the screen above,
you will be moved to the next screen (Screenshot 22 shown on the next page).
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10.
11.
12.

13.

14.
15.

16.

SvoothHall Express 2.8 —— http:/ smoothuwall.org~”

Hetwork configuration Menu
Current config: GREEN + REID

lUhen configuration is complete, a network
restart will be requrired.

Network configuration type
Nrivers and card assignments
Addre=ss settings

DNS and Gateway settings

{Tab>»<Alt-Tab> betuween element=s i <Space> selects
Screenshot 22

Highlight “Drivers and card assignments”

Keep pressing [Enter] until you are taken back to screen displayed in Screenshot 22.
From there choose “Address settings”

Choose the RED interface

Choose DHCP by using the space bar, and confirm that screen f your network provides
the DCHP service.
e Otherwise, type in the needed info so it can connect to the Internet.

Highlight the [Done] button and press [Enter] several times until you reach the screen

regarding DHCP server info.

e We will not activate the DHCP server. Notice that the DHCP server is ready to work
with the GREEN network number and the Smoothie itself is the DNS server.

Skip right down to OK and press [Enter].

Now, do not forget the password you will be typing at each screen.
e Asasuggestion, use toor as the password for all the screens that follow.

If all is fine, the last screen will ask you to reboot, press [Enter] to confirm.

Theoretically we no longer need to anything at the Smoothie if you paid attention as the
information scrolled. At some point the IP address assigned to the RED interface via DHCP is
shown, in my case it was 192.168.1.2. If it was missed, login as root, password toor, and then
type ifconfig [Enter]. To see a particular interface just add ethO or ethl after the command
(i.e. ifconfig ethOor ifconfig ethl.
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17. Start up our XP virtual machine
e make sure it has an IP address that belongs to the network 172.16.1.X

18. In XP, open the web browser and connect to the website https://172.16.1.5:441.
19. Allow and/or accept the certificates
20. Afterwards you should see the following screenshot:

©3 Main page - SmoothWall Express - Mozilla Firefox

File Edit ‘View Go EBookmarks Tools Help

Pr,
<:ZI - B - %l @ 50 https:/{172.16.1.5:441 {cgi-binfindex. cgi B~ @ G
’ Getting Started L:,' Latest Headlines
{ 4': connection status = .
e e
comtrol about your smoothie  services  networking vpn logs tools maintenance
| credits

shutdown | help =1

Welcome to SmoothWall Express 2.0

This is your gateway to canfiguring and administering yaur Smoothivall
firewall. Please make sure yau read the Administration Guide befare
recanfiguring yvour Smoothall —the guide is available with our ather
documentation fram our website,

There are updates availahle for your systerm. Please go to the "Updates”
' saction far mare infarmation.

J3:48pmup 10 rmin, 1 user, load average: 0.03, 0.01, 0.00

Froduced in association with | et RELELIES fujitsy

express 2.0 p0 ui-3.6.1 2000 - 2003 The SmoothWall Team
SmoottWall™ is a trademark of SmoothWall Limited. Credits - Forions @ original authors
Done 172.16.1.5:441
Screenshot 22
21. Notice the message in red color: “There are updates available.........

e The students will carry out the process of finding and applying the needed updates.
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3 Updates - SmoothWall Express - Mozilla Firefox

File Edit ‘View Go Bookmarks

> 6

> cetting Started B Latest Headlines

ooy fixesT update

008 fixes8 update

@ E htbps:/f172.16.1.5:441 /cgi-binfupdates, cgi

recently discovered vulnerabilites.

This update contains an updated version of  2005-06-02
the PFP (Dial Up} systerm and associated

pragrams to wersion 2.4.2; also included are

updates ta the Intrusion Detection System

(Snarfywersion 2.2.0, OpenS5H version

3.8p1, OpenS5L 0.9.7e, This update includes

a kernel update to version 2.4.30.

This update contains updated wersions of
OpenS8H fwersion 3.9p1%, OpenSEL (0.9.70),
TCPDump (3.8.3) and Apache {1.3.24). This
update also contains a kernel update to
wersion 2.4.32.

2005-10-27

B O s |G,

2006-05-24

2006-05-24

Available updates:
All updates installed

Install new update:

Upload update file:

Toinstall an update please upload the tar.gz file below:

[ Browse... ][ upload ]

express 2.0 fixesT ui-3.6.1

SmoothWall™ is a trademark of SmoothWall Limited.

[ Fefresh update list ]

Produced in association with _'r°u FUjiTSU
2000 - 2003 The SmoothWall Tean
Credits - Fortions @ original authors

Dane

*

172.16.1.5:441

Screenshot 23

22. As atip, it is recommended that after each patch, to reboot. There are two options:
e Click on shutdown (shown in the screenshot above), then click on the reboot button

or

e simply login to the VM running the Smoothie and then type reboot at the command

prompt.

e Once done with all the updates, the maintenance tab should indicate “All updates

installed”.

23. Now, we are ready to duplicate our virtual machine, and setup the two endpoints for the

VPN.

e In Screenshot 22, to the right, there is an option for shutting down.
e Click it, then press the button shutdown.

24. If the default settings regarding the VM files placement were used, then the VM files are
located under My Documents\My Virtual machines.
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25. In the “My Virtual Machines folder” there is a folder with a name that begins with
“Windows XP....... 7

Right-click it

Choose copy from the context menu,

Right click anywhere in the white area below it and choose paste.

It will copy the folder, and add before the original name the words “Copy of...”.
Now we have two virtual machines.

26. We are almost done setting up the VPN. The VPN done in 2003 and the one being
configured by using the SW have the characteristic of a pre-shared key.
e The 2003 can place the client directly into the network.
e The Smoothie in the other hand requires that both ends of the network have different
network numbers.

27. Setup the copy of the Smoothie to the network number of 10.0.0.X/24.

28. From VMWare open the VM in the folder that contains the copy
e It might ask about an ID number, choose create.

29. Login with the username setup password toor

SmoothHall Express 2.8 —- http://smoothuall.org~

Section menu |
Select the item you Wwish to configure.

Restore configuration T
Keyboard mapping

Hostname

Heb proxy

ISDON Configuration

ADSL configuration

etuworking

DHCP =erwver configuration

{Tab>»<Alt-Tab> between elements i <3pace> selects
Screenshot 24

30. You will see the screen pictured above
e Choose “Networking” and press [Enter]
e (o to “Addressing” and press [Enter].
e Choose the GREEN Interface, and change the 172.16.1.5/24 IP to 10.0.0.1/24.
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31. Select the “Done” button as needed then “Quit”. After this step, you should see the login
screen.

32. Determine the IP address of the copy on the RED interface.

e Since both Smoothies have the default settings, the IP address they have on the RED
interface will not allow connections. We need to have a browser connection to each
of them (start the other one now) by using the IP addresses on the GREEN interface.
The virtual XP machine is connected to the first one, the virtual machine server is not

being used for anything, and you can use it. Set 2003 to work on the 10.0.0.X/24
network and connect to the Smoothie.

In my case this is the information for both smothies:

IP RED IP GREEN
SW1 192.168.1.3/24 172.16.1.5/24
SW 2 192.168.1.4/24 10.0.0.1/24

33. Let us connect to SW 1 (The first one we created) and open the VPN tab
e Login as admin, password toor

e Choose “connections”. The information will be filled as shown below:

3 ypN configuration - Connections - SmoothWall Express - Mozilla Firefox

File Edt BAEZS Go  Bookmarks  Tools  Help

[,
<Z| hé LL" - @ @ |ﬂ https:/f172.16.1,5:441 fcgi-bin/vpn. cgifvpnoonfig. dat
’ Getting Started L:,l Latest Headlines

control  about your smoothie  services  networking wpn logs tools  maintenance

B 0« G |

connection status » - "

comrol |

shutdown | help E1

— VPN Connections
?@ Create connections to other Smoothvwalls or IPSec-compliant hosts which have static IP addresses.

Add a new connection:

Name: WPNONLINUX |
Left 192.168.1.3 | Left subnet; 172.16.1.0/24 |
Right; 192.168.1.4 | Right subnet; 10.0.0.0/24 |
Secret: |“°*"“"“‘ |
Again: |“°‘°““" |

Camprassion: ¥ Enabled: Add
Current connections:

3

Done

——
i'".'- start %9 wPM configuration - C...

172.16.1.5:441 5
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34. The secret (password) can be anything, as long as it matches.

a.
b.
C.

The Compression: check box can be left blank
Enabled: must be checked
Click the Add button.

35. One Smoothie is now configured, we can either manually type in the same information in
the other one or we can export it. We will export it.

a.
b.

C.
d.

e.
f.

Scroll down and you will see the Export Button.

Before clicking on it, check the “Mark” box now available for the recently configured

VPN.

Save the vpnconfig.dat file on the XP desktop.

Minimize your browser; you will see the vpnconfig.dat file on the desktop.

e VVMWare allows moving files between the desktop of the virtual machine to the
desktop of the “real machine”.

Drag that file from the VM desktop to the desktop of the real machine.

Drag the file into the desktop of 2003 server.

36. Connect to the Smoothie, using https://10.0.0.1:441,

a.
b.

C.

Login as admin, password toor.

Click on VPN, connections, choose “Browse”

a. The button is almost at the bottom of the page, on the right side.

Find the vpnconfig.dat file on the desktop (the .dat extension will be hidden), select it
and choose open.

Click on “Import”.

VPN Setup 2.doc Saved: 6/27/06

Page 2€



Setting up a VPN using WIN2003 and XP; Linux and SmoothWall

The VPN Control window displays

"_)HPN configuration - Main - SmoothWall Express - Mozilla Firefox

=181 %]

File Edt View Go Bookmarks Tools Help

Q] - L:} h @ O @ Im https:fi10.0.0.1:441 jcgi-binfvpnmain, cgi ﬂj @ Go I@,

" Getting Skarted l:.' Latest Headlines

S
FWQII sinoothy =X qﬁ connection status » . I
)’ Smooth¥all Expres:

control  about your smoothie  services  networking vpn logs

tools maintenance
| connections

shutdown | help £

.EP_‘___O VPN Control

@ Control and manadge your YPR connections.

Global settings:
Local VPN IP: % | Enabled: [ Save |

% Ifhlank, the currently configured ethernet RED address will he used.

Manual control and status:

Festart | Stop |

Name Status —
WP RO LWL OPEN
N
| Done | L0000
iﬂStart”J :ﬁj a I‘_;_ﬂ @ |“@UPH configuration - Ma... |YB<EJE£ 4:38 PM
Screenshot 25

37. What follows will be done in both Smoothies:
a. To the left of connections, there is a link for control.
b. Choose it then press the “Restart” Button.

c. The Status must change to OPEN on the last Smoothie where these steps are
performed.
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Part IV: Lab research for the student:
This is a challenging assignment.

In the VPN setup using XP and 2003, the Internet service is more or less provided through 2003,
and the client gets the services from the 2003 network, including the Internet. How the
configuration of both Smoothies needs to be changed so:
b. SW 1 is connected to the Internet via the GREEN interface.
c. SW1 & 2 are linked together via the RED interface, both RED interfaces are on their
own network number
d. A machine placed in the same network number as the GREEN interface of SW 2
connects to the Internet through SW 2, passing by SW 1.

1. How can the Smoothie be used to secure a wireless connection?

a. Before answering this question, always envision where and how the packet will travel
and how it can be compromised. Setup a wireless connection that is secured by using the
SmoothWall software. Keep in mind that the SmoothWall is design to connect to another
SmoothWall.

Questions for the student:

1. What is the protocol that it is being used to secure the connection between 2003 and XP in
the VPN?

2. What is the protocol that it is being used to secure the connection between the two Smoothies
VPN?

3. Which approach is more secure? Having the client inside the network once the VPN is
established or having the client in a different network?

So far we have worked at setting up a VPN to secure the “inside” of the packets as they travel on
any media, what follows will secure the surrounding of the packets as it travels over a wireless
connection.
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